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gi thub: GOscar-Openba | THM 0OxghOst x | HTB: @100M | Nai r obi , Kenya

/1l CORE SKILLS

[+] Kali Linux [+] Metasploit

[+] Burp Suite [+] Nmap

[+] Wreshark [+] Cobalt Strike
[+] Sliver C2 [+] Bl oodHound
[+] Volatility3 [+] Ghidra

[+] YARA [+] Zeek

[+] Spl unk [+] Docker

[+] Python [+] Bash

/| CERTI FI CATI ONS

> eJPT —elearnSecurity

> Googl e Cybersecurity Cert
> TryHackMe Top 5%

/| PLATFORMS
Tr yHackMe
0xghOst x
HackTheBox
@100M
G t Hub
Gscar - Openba

/1 LANGUAGES
Pyt hon

Bash

JavaScri pt

NEVED

/1 PROFI LE

Red Teaner and Cybersecurity Architect specializing in adversary sinulation,
threat intelligence, and of fensive security operations. Experienced in

full -scope penetration testing, red team engagenents, and buil di ng autonmated
threat intel pipelines. Operates from Nairobi w th global client engagenents
across finance, governnent, and tech sectors across East Africa and beyond.

/| EXPERI ENCE

Red Teaner & Security Anal yst

Freel ance / Renote
[+] Lead red team engagenents for financial and tech orgs across East Africa
[+] Conduct full-scope web app and network penetration tests (OMSP/ PTES)
[+] Build automated threat intelligence pipelines using Python and STI X TAXI |
[+] Deliver executive and technical pentest reports with renediati on gui dance

Penetration Tester

Security Consultancy
[+] Perfornmed grey-box and bl ack-box network penetration tests
[+] Identified critical vulnerabilities in enterprise web applications
[+] Automated recon and vul nerability scanning workflows w th Python

SOC Anal yst L1

Managed Security Services
[+] Monitored SIEM alerts and triaged security incidents
[+] Perforned initial nalware analysis and threat hunting
[+] Docunented incident response procedures and runbooks

/1 NOTABLE PRQIECTS

Threat Intelligence Pipeline

Python - Splunk - STIX/ TAXI| - Docker

Real -time | OC aggregation reducing analyst triage time by 60%
Web App Pent est Framewor k

Python - Burp Suite - OWASP

OMASP- al i gned aut omat ed recon and vul n scanni ng tool kit
Net wor k Anonal y Det ect or

Python - Scikit-learn - Zeek

M. nodel detecting C2 beaconing and | ateral novenent
OSI NT Recon Tool ki t

Python - Shodan APl - DNS

Pre- engagenent attack surface nmappi ng autonation




